[ HellolD
Access Management

v Easy login for all employees

+ Low cost for SSO, MFA

v And 2FA Integration with all common portals

Nowadays, people often have an IT environment at home that is more user-
friendly than in the office. Through any device, they have hassle-free access to
all their applications, anywhere in the home and with a single click. With
HellolD Access Management, Tools4ever brings that same ease of use to the

business, at a low investment. Employees can access a user-friendly
dashboard via HellolD with a single login, where they can then access their
cloud applications with a single click. Anywhere and from any device.

Secure, efficient and user-friendly operation with HellolD

One portal, one username and password and
quick access to all applications. This obviously
offers plenty of advantages. Employees no
longer have to remember different usernames
and passwords, nor type them in every time they
switch between applications. Single Sign-on (SSO)
makes their work much more pleasant and
effective. For the IT department, too, the
workload reduces enormously, as there are far
fewer password reset requests coming in. And
you can also choose to let employees reset their
passwords themselves via HellolD Access
Management if they unexpectedly do forget
them.
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Moreover, because one application provides
access and users always log in through one
portal, there is full control over access and
rights per application. You can also easily
choose additional security options such as
Two-Factor  Authentication  (2FA).  Among
other things, HellolD recognises the login
location and time of day and, depending on
this, can ask the wuser for additional
authentication.

HellolID also takes care of the complete
registration of who uses which applications,
at what time and from which location. So
that you are automatically compliant with
standards such as BIO, 1SO27001, NEN 7510
and the GDPR/AVG
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Stepping stone to further IT innovation

HelloID Access Management provides employees, partners and possibly customers with easy and
uniform access to cloud applications. In many cases, a user's login to HellolD is done via Active
Directory. HellolD also supports Identity Providers using SAML, LDAP and Azure. By default, logging in
to HellolD Access Management involves a username and password. Passes with a QR code can simplify
the login procedure if required, for example for schoolchildren and other specific user groups. The
badge is scanned and HellolD automatically identifies the user and provides appropriate access to
applications and data.

One user-friendly digital workplace

HelloID Access Management is seamlessly integrated into the portals of leading social intranet and IT
management solutions. To this end, Tools4ever actively collaborates with suppliers such as TOPdesk,
AFAS, SharePoint, Embrace, Triptic (Iris Intranet) and a&m impact. Integrating the intranet with the
access management functionality creates a single digital portal for employees. After logging in to the
social intranet, users can access their own personal portal with information, communication tools and -
via the HellolD widget - their own applications and data folders. Which can be opened with one click, as
we are used to at home.

Additional authentication with Two-Factor Authentication (2FA)

In some cases, you don't want users to be able to log in with just a username and password, but
require additional authentication. HellolD Access Management offers various 2FA (FIDO, Push to verify,
SMS, email, etc.) methods for free, but also integrates seamlessly with Microsoft and Google's free
Authenticator apps. In addition, 2FA methods and tokens already in use can be used. In the existing
situation, if different 2FA methods are forced from various applications (such as AFAS Insite and Nedap
ONS), HellolD allows you to easily reduce this to one. Based on the department, place, time and device,
it is possible to set access rules for the portal or specific applications. So that you can choose the right
security level of authentication for each scenario.

Simple compliance with laws and regulations

Increasingly stringent audit and security laws and regulations require that access to and use of cloud
applications be tracked and transparent. With HellolD Access Management, the authentication process
is monitored automatically. Via reports, it is always clear who accessed which applications, at what time
and from which location. This not only provides a detailed picture of the authentication process, but
also shows, for example, login attempts from suspicious IP addresses. Potential threats can be
recognised in time to take countermeasures. This makes the authentication process transparent,
testable and adaptable.

Avoid a jumble of authentication methods

In view of ISO and NEN guidelines, among others, more and more software vendors are choosing to
better secure the door to their application and disable whitelisting capabilities (granting access from
your organisation's office). In practice, this leads to each application enforcing its own authentication
methods and apps. HellolD Access Management can act as a central hub. This allows users to always
log in using the same simple process.
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